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CONSTABLE ROLE SPECIFICATION 
 

 
 

Role Title: 
Constable – Cyber 

 

Department: 
Cyber Crime (TVP) 
Collaborated with 

SEROCU 

Reports To: Detective Sergeant Location: 
Regional SEROCU 
Location. See advert for 
more details  

 

 
Purpose of role: To conduct investigations and operations into the most serious 

incidents of network based organised criminal activity; to detect 
digital crime; gather and distribute relevant and quality 
intelligence; to provide technical advice and assistance to 
officers engaged in the investigation of digital crime; to produce 
evidence in a form which is admissible in Court. This is carried 
out in relation to cyber crime as defined by the Home Office and 
the National Strategy. 

Principle 
Responsibilities: 

1. Conduct investigations and operations into incidents of 
network based criminal activity. Undertaking proactive and 
reactive investigation, acting as case officer, setting investigative 
strategies as required. 

 2. Gather and distribute relevant and quality intelligence. 
 3. Provide technical advice and assistance to officers engaged in 

the investigation of cyber crime. 
 4. Prepare interview strategies and the interview suspects at 

both an investigative and technical level. 
 5. Fully understand the process of forensic examination and 

retrieval of evidence and/or intelligence from computers, 
computer related media and other digital devices recovered 
during cyber crime investigations, including the NPCC Principals 
of Data Recovery and Digital Investigation. 

 6. Prepare prosecution case files facilitating the technically 
competent presentation of digital evidence and present these 
products to the courts in support of a prosecution. 

 7. Liaise with CPS to ensure the effective apprehension and 
prosecution of offenders under relevant legislation. 

 8. Support LPAs by offering appropriate advice, support, and 
recommendations on case referrals on Cyber matters or wider 
DMI related queries. 

 9. Develop and maintain specialised technical knowledge 
through a supported training pathway to include attendance at 
CPD events, out of force residential courses to keep abreast of 
digital and cyber threats relevant to policing and law 
enforcement. 
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Essential role 
based training: 

CCU Training Pathway (as per National direction) for both 
Pursue and Protect. 

 
Digital Media Investigator (if not already completed). 

Essential 
Training Prior to 
Appointment: 

• PIP 2 Level Accreditation (essential). 
 

• Proven investigative policing background and be able to 
demonstrate building evidential cases to a high standard 
(essential). 

 

• Able to demonstrate sound knowledge of CPIA, 
disclosure and practical application in the criminal justice 
system (essential). 

 

• Excellent communication and influencing skills (essential). 
 

• Ability to demonstrate creativity and ability to operate 
under pressure (essential) 

 

• Experience working in the cyber and digital environment 
and knowledge of the practical challenges this presents 
(Desirable). 

 

• Advanced interviewing skills (Desirable). 
 

• Experience and skills in opens source research, 
advanced internet research, core skills in network 
investigation, core skills in digital investigation, access 
data forensic toolkit and how to conduct `active file review 
from a forensic image. Training will provided (Desirable). 

 

• Digital Media Investigator (Desirable). 

 


