‘Job Evaluation Number C574

JOB DESCRIPTION

Job Title: Communications Exploitation Location: South East Regional Organised Crime
Engineer Unit (SEROCU)

Job Family: Operational Support Role Profile Title: BB3 Police Staff

Reports To: TEI Manager Band level: 3S

Staff Responsibilities (direct line management of): Nil

a. OVERALL PURPOSE OF THE ROLE: Defines the role, put simply, why it exists.

The overall purpose of the role is to: provide dedicated and flexible specialist operational
support to Senior Investigating Officers and others, through the development and deployment
of covert technical surveillance assets to achieve operational objectives and produce
intelligence in complex or serious and organised crime investigations.

b. KEY ACCOUNTABILITY AREAS: Define the important aspects of the role for which the
job holder is responsible for results or outcomes.

The key result areas in the role are as follows:

1. Create plans and risk assessments to deploy Targeted Equipment Interference (TEI) and
other capabilities, briefing SIOs and other officers/staff as required.

2. Analyse and assess all authorities received to verify the correct level of endorsement and
ensure all work is carried out within the requirements of the legal and professional
frameworks. Liaise with Force Authorities Bureaus to ensure compliance with current
legislation.

3. Deploy, using covert methodologies, TEl and other capabilities as dictated by operational
demands, often at unsociable hours with short notice. Responding dynamically to any changes
in operational circumstances whilst ensuring full compliance with all authorities and technical
safety standards. Maintain accurate activity records.

4. Analysis, interpretation and dissemination of technical data sets derived from TEI and other
capabilities to inform and enhance ongoing operations. Manage product and associated
processes in line with the Criminal Procedure and Investigations Act (CPIA), Management of
Police Information (MOPI), and local/national Review, Retain, Delete (RRD) requirements.

5. Work within a stringent safety and legislative regime and take responsibility for ensuring
compliance.

6. Resolve problems and technical issues as they arise to ensure continued operational
effectiveness.

7. Develop collaborative working relationships with Local, Regional, and National partners.
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8. Support the ROCU and constituent Forces effectively by working both with the team as
directed by the TEI Manager, and also be capable of working with limited supervision, planning
and prioritising own workload.

c. DIMENSIONS: Include matters such as key result areas that make the greatest demands
on the role holder, seasonal pressures, items processed, the number of customers and/or
level of authority to make financial decisions or commit other resources.

Further Comments.

You will be required to work under pressure at unsociable hours, occasionally away from
home at short notice, providing a critical service to covert policing.

Activities are determined by the operational imperatives, defined as threat to life, major
incidents, complex investigations, and serious organised crime requiring specialist support.
The response times for a task are determined by operational imperatives and the post holder
will be expected to meet all reasonable deadlines.

The role holder will overlap and blend ICT and technical skills within the gathering of
intelligence and investigation into Serious and Organised crime, they will need to have a good
understanding and knowledge of a very specialised and fast changing environment where
there are few experts.

Will be working in a fast moving and changing environment. Must be willing to travel and work
in other parts of the UK at short notice.

Capable of working independently with initiative both remotely, and collaboratively as part of
a team.

d. CHARACTERISTICS OF THE ROLE

Expertise: Concerned with the level of administrative, professional and/or technical

expertise (knowledge and skills) needed to perform the role effectively; may be acquired
through experience, specialised training, and/or professional or specialist education and
training.

The knowledge or skills required in the role are as follows (essential or desirable): | E/D

1. Ability and willingness to pass all mandatory technical competency and
accreditation/licensing courses and assessments during the first three months in post. E
Engage in maintaining required CPD and strive to improve standards and capability.

2. Comprehensive technical understanding of RF communication systems with a
particular knowledge of current and legacy mobile, cellular, and WiFi communication E

systems.

3. Demonstrable understanding of transmission systems and the radio frequency
spectrum, modulation methods, antennas, IP radio, and mobile and cellular E
communications networks (2G, 3G, 4G, 5QG).
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4. Qualified to degree/HND level or be able to demonstrate relevant experience. Have an
understanding of the Investigatory Powers Act (IPA) 2016.

5. Ability to work protracted hours (sometimes away from home) with a high degree of
personal flexibility and resilience to changing working environments. Able to work as part
of a 24/7 on-call rota for the Unit and regularly deploy on operations at short notice and
at unsociable hours.

6. Hold a valid full UK driving licence (2 years+) and be able to pass the police basic
driving authorisation. Must be willing and capable of traveling to different locations
across the region and any other part of the UK and Europe as directed and undertake all
assignments in a timely manner.

7. Strong interpersonal, communication and teamwork skills and able to work under
pressure in a demanding environment.

8. Demonstrated ability to manage high-pressure workloads and meet tight
deadlines in a fast-paced, challenging environment.

9. Proven ability to work in a secure and confidential environment with the highest
standards of integrity; able to recognise sensitive information and maintain discretion
and confidentiality at all times.

10. Understand IP principles and networking with a willingness to learn and understand
bespoke IT platforms.

11. Possess good analytical skills with the ability to write comprehensive reports to a high
standard.

12. Experience deploying TEI capabilities or other covert technical deployments and
handling intelligence product and other sensitive material.
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